MOHD KASHIF

Aspiring SOC Analyst (L1) | Cybersecurity Fresher | Networking & Security

work.kashif7Z@gmail.com | linkedin.com/in/kashifexploit | Lucknow Uttar Pradesh, India

PROFESSIONAL SUMMARY

Detail-oriented cybersecurity professional with a completed Google Cybersecurity Professional Certificate, six
months of hands-on internship experience in security monitoring and incident documentation, and foundational
knowledge in ethical hacking and networking protocols. Currently pursuing CompTIA Security+ (global) and the
TryHackMe SOC Level 1 practical certification to build focused SOC readiness. Seeking a Level 1 SOC Analyst role to
contribute to threat monitoring, alert triage, and incident response operations.

CERTIFICATIONS

v Google Cybersecurity Professional Certificate C CompTIA Security+ (Global) — Pursuing
Coursera (Google) — Completed Target: August 2026

v CCNA Curriculum — Institute Certificate C TryHackMe SOC Level 1 — Pursuing
Codevirus Security Institute, Lucknow TryHackMe (Practical Certification)

v Certified Ethical Hacker (CEH) — Institute Certificate
Codevirus Security Institute, Lucknow

INTERNSHIP EXPERIENCE

Cybersecurity Intern — Codevirus Security Pvt. Ltd. | Duration: 6 Months

e Monitored system and network activity to detect anomalies and potential security incidents, reporting
findings to senior team members in structured formats aligned with SOC workflows.

e Maintained detailed, audit-ready documentation of daily security events, incident logs, and resolution notes
— directly applicable to SOC case management practices.

e Assisted in diagnosing and resolving network and software issues, gaining practical exposure to incident
triage and the escalation process used in security operations.

e Collaborated with cross-functional technical teams on security tasks, building skills in real-world team
communication and coordination under operational conditions.

e Gained hands-on experience in a customer-facing technical support environment, developing the ability to
communicate complex technical issues clearly to non-technical stakeholders.

CORE SOC & TECHNICAL SKILLS

e Network Traffic Analysis (CCNA-level) e Basic SIEM Concepts & Dashboard Monitoring



https://linkedin.com/in/cyberkashif

e Log Analysis & Security Documentation
¢ Incident Triage & Escalation Fundamentals
e Threat Identification & Alert Monitoring

® Windows & Linux OS Administration

Email Security & Phishing Analysis Basics
Vulnerability Assessment Fundamentals (CEH)
Data Entry, Reporting & Record Management

MS Excel, MS Word & Office Applications

TECHNICAL KNOWLEDGE

Networking

Concepts, DNS, DHCP
Operating Systems
Windows (7/10/11), Linux (Ubuntu, Kali Linux)

Cybersecurity

TCP/IP, OSI Model, VLANs, Subnetting, Routing & Switching, Firewall |Ethical Hacking Concepts, Reconnaissance,

Vulnerability Assessment, Basic Network Scanning

Tools & Software

Basic network monitoring tools, Software
installation & troubleshooting, MS Office Suite

EDUCATION

Bachelor of Commerce (B.Com) — Ongoing
Divyanand P.G. College, Sandila, Hardoi

ACHIEVEMENTS & LEARNING

Advanced Diploma in Computer Applications
(ADCA)
G-Tech Computer Institute, Sandila

e Participated in Hack Secure 2025, a competitive cybersecurity event, demonstrating practical security
knowledge and problem-solving in a live challenge environment.

e Completed the Google Cybersecurity Professional Certificate (Coursera), covering SIEM tools, threat
detection, network monitoring, incident response, and security fundamentals.

e Currently pursuing CompTIA Security+ (global certification) and TryHackMe SOC Level 1 practical path,
building hands-on skills in log analysis, SIEM investigation, phishing analysis, and incident triage.

SOFT SKILLS & LANGUAGES

e Analytical Thinking & Problem Solving
e Clear Written & Verbal Communication

® Attention to Detail

Team Collaboration & Coordination
Time Management & Self-Directed Learning

Languages: English & Hindi




